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Abstract. The increasing adoption of energy storage systems driven by national
and international regulations highlights their critical role in reducing greenhouse
gas emissions and stabilizing power grids during the global shift to renewable
energy. Energy storage system applications span from battery electric vehicles to
stationary storage in residential and commercial settings. As deployment scales
up, a growing number of these systems will eventually return from the field, cre-
ating new challenges in logistics and safety. While operational battery systems
are typically monitored via integrated battery management systems, standardized
methods for monitoring during transportation and storage are lacking. This article
presents a low-resource approach for externally monitoring batteries during lo-
gistics processes. A data-driven algorithm, adapted from existing literature, is
employed to detect internal short circuits (a key precursors to thermal runaway)
and detection times are compared to other approaches. The study further exam-
ines how varying data transmission frequencies from external monitoring devices
impact detection performance, with the aim of optimizing resource usage without
compromising safety.

Keywords: Internal Short Circuit, Energy Storage System, Battery Electric Ve-
hicle, Battery Energy Storage System, Data Driven Early Detection
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1 Introduction

Against the backdrop of international frameworks and guidelines, such as the European
Green Deal or the Renewable Energy Directive of the European Union, the importance
and utilization of energy storage systems (ESS) in different areas of everyday life has
steadily increased. These systems are pivotal in driving the global shift toward the over-
arching usage of sustainable energy. This transition aims not only to curb overall energy
use and cut greenhouse gas emissions but also to significantly boost the adoption and
integration of renewable energy sources. ESS make it possible to capture and store re-
newable energy, which is typically produced intermittently. By doing so, they enhance
the reliability and adaptability of the power supply and grid therefore supporting a more
resilient and sustainable energy system. Two important application areas of ESS are
found in battery electric vehicles (BEVs) as well as in battery energy storage systems
(BESS) for residential and commercial applications. Their importance in the energy
transition is clearly reflected in increasing sales figures in both areas over the last years.
For example, while only less than 140 thousand BEV were registered in Germany in
2020, as of October 2024 there are already more than 1.5 million; an increase by more
than a factor of 10 in less than five years [30]. The increase of sales figures for residen-
tial BESS is in the same order of magnitude: In January of 2020 less than 110 000
storage systems were implemented in Germany with a total capacity of around 850
MWh,; today there are more than 1.5 million running systems providing a total capacity
of more than 13 GWh [6]. Despite their benefits, the use of ESS involves complex
logistics, including transportation to installation or manufacturing sites, return at end of
life for recycling or reuse, and storage throughout various lifecycle stages. During these
periods, continuous monitoring of ESS is necessary due to the sensitivity of the inte-
grated batteries, the resulting safety risks and for ongoing quality assurance. In this
context, one of the most critical safety threats arises from internal short circuits (ISCs)
in battery cells, which can lead to hazardous failures and severe operational risks. Cur-
rent research has introduced promising Artificial Intelligence (Al)-driven methods for
detecting ISCs. However, these solutions rely heavily on the continuous operation of
the integrated battery management system (BMS); a condition that cannot be guaran-
teed throughout the transportation or storage of ESS. Furthermore, the effect of reduc-
ing the frequency of monitoring on the performance of these approaches has not been
investigated. Against this background, we proposed an approach to enable the early
detection of battery short circuits remotely, even during ESS transportation and storage
scenarios (cf. [26]) therefore addressing the aforementioned problems.

In our previous work, kernel principal component analysis (KPCA), a data-driven
method, was utilized as the algorithmic backbone of the detection approach. In the pre-
sent paper, two additional algorithms for ISC detection are presented and experimen-
tally compared with the KPCA approach to further investigate the suitability of the
previously proposed approach.

The rest of this paper is organized as follows: Section 2 outlines the motivation and
background of our study, along with the key challenges our approach aims to tackle.
Section 3 provides an overview of related work in this domain. In Section 4, we intro-
duce our proposed solution, followed by Section 5, which details experiments exploring
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the detection times for ISCs in various settings of different monitoring frequencies and
short circuit resistances. In particular, two new data-driven ISC detection methods are
presented in Section 5 and their performance is compared with the KPCA method. Sec-
tion 6 presents a discussion of our experimental results. Finally, in Section 7, we con-
clude by summarizing our key findings and outlining potential directions for future re-
search in this area.

2 Background

As the number of deployed ESS in everyday life increases, so does the demand for their
safety. Lithium-ion batteries have become the standard technology for ESS in both
BEV and stationary systems used in homes and commercial facilities [7, 15]. Typical
features of those Lithium-based batteries are high power and energy density, no
memory effect, a long cycle life, and fast charging capabilities [3]. Lithium-ion batter-
ies, while generally safe, can become hazardous if exposed to conditions like excessive
charging, high temperatures, or physical impact. In such cases, a sudden and uncon-
trolled energy discharge may occur, potentially leading to fire or explosion. This dan-
gerous reaction is known as thermal runaway, a chain reaction where the battery’s in-
ternal temperature increases possibly exponentially. These thermal overreactions are
difficult to control from the outside of a battery. If thermal runaway occurs, the cells
inside the battery are heated further, which accelerates the chemical reactions in the
battery and generates even more heat. This leads to a positive feedback loop, possibly
resulting in serious accidents [4, 31]. In terms of BEVs and residential or commercial
BESS, charged battery systems can contain large amounts of energy, e.g., more than
120kWh for the traction battery of the VinFast VF 9 Extended Range [5], or more than
17kWh for the SENEC.Home P4 AC 17.75 home storage [19], thus highlighting the
potential danger of thermal runaway. Following [28], there are three major reasons for
thermal runaway to start:

e Mechanical abuse (R1) of batteries is principally caused by deformation, displace-
ment or penetration. This damages or destroys the separator between the cathode and
the anode of the battery, resulting in an ISC.

¢ Electrical abuse (R2) is primarily triggered by external short circuits (ESCs), which
is caused either by exposure to water, contamination of the conductor, electric shock
or deformation of the battery under mechanical stress. Another reason for electrical
abuse is overcharging the battery. In both scenarios, thermal runaway can occur.

e Temperature abuse (R3) may occur because of overheating due to mechanical or
electrical stress as well as faulty battery connectors. It causes rising internal and ex-
ternal temperatures, which in turn may damage or destroy the separator between the
cathode and the anode of the battery, resulting in an ISC.

The main reasons for thermal runaways are ISCs [13, 28, 39]. The speed of progres-
sion of an ISC, however varies greatly depending on the type and severity of the mis-
handling [31]. In many cases, the rate of progress is slow enough to allow sufficient
time for safety measures to be taken and thus prevent a catastrophic thermal runaway.
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For this reason, early detection of an ISC is a particularly important aspect of battery
safety and a vivid research topic.

Previous studies have introduced several promising Al-driven methods capable of
identifying ISCs in their earliest phase. Some of these are also already in use by practi-
tioners [27]. However, these approaches expect the constant availability of the BMS so
that the data needed for the detection can be queried in real time. While this is possible
if ESS are embedded inside a BEV or respectively installed in a private or commercial
property, steady access to the BMS cannot be guaranteed away from their place of op-
eration. Moreover, there is no standardized way of checking a battery's condition apart
from their first life, especially during logistical processes such as transporting or storing
[18]. Safely managing ESS in logistics becomes thus far more challenging, as stake-
holders like freight forwarders and logistics providers lack practical means to assess the
condition or risk level of individual batteries during handling. In this regard, various
accidents have already occurred in the past during the transportation of lithium-based
batteries, e.g. [36].

A possible solution to this problem involves the deployment of an external device
capable of retrieving data from the BMS while the ESS remains offline. Furthermore,
this device records environmental influences in the vicinity of the ESS. The recorded
data can subsequently be used to detect potential abuse as soon as it occurs and to iden-
tify the resulting ISCs at an early stage.

While previous studies have explored the design and deployment of such devices,
their focus has been limited to monitoring ESS during their operational phase. In con-
trast, our previous article [26] addresses this critical gap identified in recent research
(e.g. [18]) by introducing a comprehensive approach for tracking ESS not only in BEVs
and BESS but also throughout non-operational phases, particularly during transporta-
tion and storage.

A key challenge when using an external device to record the BMS and environmental
data of an ESS is its power supply. Especially in logistics scenarios, there are often no
fixed power sources. Additionally, the direct use of the batteries of the monitored ESS
to power the external device would decrease the utility of it due to the necessary voltage
conversions and additional connection interfaces. Moreover, the continuous operation
even when an ESS is damaged, could not be guaranteed. For these reasons, the external
device needs to provide its own power using batteries. This led to additional framework
conditions which have to be observed when designing the external device and must be
considered when solving the overall problem (cf. [26]):

e High energy usage for data transmission (FC1): Sending data via wireless net-
works such as Wi-Fi, Bluetooth or mobile radio consumes significantly more energy
than the actual data collection, which greatly reduces battery life [9].

e High energy usage for complex computations (FC2): Complex computations such
as the training of machine learning algorithms greatly increase the load on the pro-
cessor thus reducing battery life [33].

¢ Continuous operational readiness (FC3): The device needs to be operational con-
tinuously, energy-saving options such as shutdown or sleep mode cannot always be
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used [2]. Even standby modes, which would normally save energy, can only be used
to a limited extent since continuous sensor readings and communication are required.

o Compact design and limited battery capacity (FC4): An external device and its
battery power supply bring their own weight and, above all, require space [2, 9].
However, especially in logistics scenarios, space is scarce, therefore the device needs
to be as small as possible. This limits the amount of energy available and makes it
difficult to supply power in the long term.

¢ Longevity and low maintenance (FC5): The device must last for long periods with-
out maintenance, maybe several years [2, 9].

Given these conditions, a concept must be developed that strikes a balance between
the need for close monitoring and the limitations of the required battery operation. Ide-
ally, this will enable the earliest possible detection of hazards by ESS while still provid-
ing a monitoring solution with a long lifecycle.

Against this backdrop, our previous research introduced a method for enhancing the
early detection of ISCs in ESS by integrating an external device that records battery
cell voltages and environmental conditions during transport and storage [26]. In this
regard, the core research question addressed was whether ISC detection remains viable
when monitoring data is collected at low frequencies. To explore this, a detection strat-
egy established in prior work [21], [22], [23], [24], that utilizes cell level voltages and
is based on KPCA, was implemented and its reported detection times were validated
through a series of experiments. Furthermore, the method was compared with related
approaches and systematically evaluated in terms of how varying data sampling rates
impact detection performance. Apart from the KPCA approach, the literature research
provided only two other detection strategies that are based solely on the individual cell
voltages of a battery. For this reason, the KPCA approach was only compared with
these two strategies in our previous work. In order to further investigate the perfor-
mance of KPCA and enhance our previous work, the present article introduces two new
cell voltage-based techniques for ISC detection and compares their detection times in
several different experimental settings and for different monitoring frequencies to those
of the KPCA method. These new approaches are based on existing methods that have
been specially adapted and further developed for the present application.

3 State of the Art

Three different classes of data analysis methods for the detection of battery errors can
be found in scientific literature [23, 29]: The first category are threshold-based methods
in which an attempt is made to define critical values for directly measurable features
which, if exceeded or undercut, indicate a faulty function of the battery. Secondly,
model-based approaches attempt to estimate features that cannot be measured directly
(e.g. state of charge or state of health resp. capacity) and then use them for error detec-
tion. These estimates are based on mathematical equations and formulas derived from
physical and chemical laws that describe the internal processes of a battery cell.
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Thirdly, data-driven methods employ statistical and machine learning techniques to un-
cover patterns and correlations within the measured battery data.

In addition to the distinction between measurable features and characteristics that
have to be estimated, features can also be assigned to different levels of an ESS, for
instance to the level of single cells, modules or the whole battery system.

Early-stage ISCs with high resistance (“soft” ISCs) produce only minor changes in
battery behavior. Because these subtle deviations are hard to distinguish from normal
fluctuations in the data, detecting such faults using threshold-based methods is highly
impractical [12], [21]. This renders fixed-limit approaches largely unsuitable for iden-
tifying ISCs in their early phases. For example, cell level voltages are well-suited var-
iables for ISC detection as they are directly influenced by a short circuit. Nevertheless,
the small drop in voltage at an early stage of an ISC is difficult to distinguish from
normal small fluctuations during regular operation of an ESS [21]. To avoid false
alarms, the threshold would have to be decreased, which would result in a longer de-
tection time.

The review [29] gives a thorough treatment of the most recent research literature
concerning the other two classes of detection methods, namely model-based and data-
driven approaches. As noted in [22], model-based approaches mostly suffer from the
drawback that the reliability of feature estimations cannot really be secured, making
fault detection itself only reliable up to a certain degree of uncertainty. Therefore, the
present work focuses on data driven methods.

Data driven methods for battery fault detection that are present in recent research
work include: Isolation Forest [10], Support Vector Machines [14, 37], various neural
network architectures, for example LSTM and Radial Basis Function neural networks
[17,35] and Local Outlier Factors [32] can all be found as employed detection methods.

Since, as described above, the change in the individual battery features is still small
at the early stages of a developing ISC, a major challenge in the early detection of ISC
is the robustness against noise in the sensor data [21, 23, 29]. This makes principal
component analysis (PCA) a good detection approach: It is a well-known fact that the
way dimension reduction is performed in a PCA can result in a large part of the noise
being projected away. The authors of [23] describe this robustness against sensor noise
as one of their main motivations to use a PCA approach.

But since non-linear variations of the cell voltages are to be expected, especially at
a low state of charge (SoC), purely linear methods like the PCA are not optimal for
fault detection [21, 22, 24]. As a relatively low SoC is to be expected in logistics sce-
narios involving an ESS, it can be assumed that a PCA is not the correct approach for
the present work.

In [21], [24] and [22] the non-linearity problem is tackled by using a non-linear ex-
tension of PCA, the kernel PCA (KPCA) originally introduced in [25]. Solving both
the non-linearity and the sensor noise issue makes the KPCA model from [21], [24] and
[22] a very promising approach for early ISC detection in our use case scenario. Fur-
thermore, the data frequency during the monitoring phase does not have to be the same
as during the training phase in the KPCA approach. This makes it possible to train with
high frequency, thereby injecting a lot of information from data ranging over a rela-
tively short time period and monitor with a low frequency later.
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The reasons mentioned were the rationale behind the decision to employ KPCA for
early ISC detection at low transmission frequency in our previous work, in which we
investigated the extent to which this is possible [26]. For this we compared the KPCA
approach with the other two cell voltage based detection methods from the literature
(namely, plain PCA [23] and a simple approach that compares the differences of the
individual cell voltages with each other [12]) for several low monitoring frequencies.
KPCA outperformed the other tested approaches and delivered promising detection
times even when transmitting only one point every 15 minutes.

4 Solution Proposal

This section recalls the dedicated strategy from [26] for supervising ESS within logis-
tical operations, including both transportation and warehousing phases. The proposed
solution directly responds to the contextual demands and constraints (FC1-5) previ-
ously detailed in the second section. Following [8], these are the rationale behind all
architectural decisions and regarding [34] also the goals to be solved by the overall
approach.

The core premise underlying the solution design is that both BMS and environmental
data must be gathered using an independent external device powered by its own battery.
The primary objective of this approach is to facilitate continuous early detection of ISCs
within ESS, with a particular focus on logistics applications. Within this framework,
the framework conditions outlined in Section 2 give rise to a set of specific require-
ments (REs):

e REI1 (derived from FC1, 4 and 5): The approach should be able to early detect ISCs
using only low frequency BMS data, because of energy constraints and the direct
correlation between data frequency and energy demand of the external device.

e RE2 (FC2): Computations should be offloaded from the external device as much as
possible to save energy.

e RE3 (FC3): The approach should allow continuous monitoring (while still consider-
ing FC4 and 5), since ISCs can happen at any stage of the lifecycle of an ESS.

To address the fundamental causes of thermal runaways, it is recognized that any
type of battery abuse significantly raises the likelihood of an ISC. Therefore, the chosen
approach must account for this risk, allowing for the development of additional safety
requirements:

e RE4: The approach should be able to detect mechanical (R1), electrical (R2) and
thermal (R3) abuse.

e RES5: The approach should be able to change data collection frequency according to
predefined conditions.

These requirements serve as a starting point for the design of the solution approach
and result in several design decisions. In this regard, RE1 is most important for the
feasibility of the proposed approach. Because wireless transmission of BMS data is
energy-intensive, minimizing how often data is sent is essential. This must be set as



8 C. Schrade, T. Zschornig, L. Kropkowski and B. Franczyk

low as possible without impairing the monitoring of the ESS. In this context, in our
previous work it was decided to choose a KPCA-based detection approach (cf. Section
3).

e RE2 is addressed in the presented approach by introducing 2 different layers for data
processing:The edge layer that comprises the external device and enables the collec-
tion of BMS and environmental data.

e The cloud layer, which receives and processes the collected data from the edge layer.

In this context, we suggest that the data collection frequency in the edge layer is
variable, therefore addressing RE3 and RES5. This means that the detection frequency,
and thus also the power consumption due to processor load and data transmission, has
a basic setting that is always executed in the absence of other external conditions (base-
line frequency). As soon as external influences such as movement, vibrations or tem-
perature changes are observed by the external device, the detection frequency is ad-
justed. For example, strong vibrations might lead to an increased frequency. For this
purpose, the external device must be equipped with appropriate sensors that measure
various environmental variables such as speed, rotational movements or temperature.
By implementing rule-based logics, this also allows the detection of various potential
abuses, therefore addressing RE4. In the event that abuse of any kind is detected, the
detection frequency can also be adjusted to suit the situation. In any case, the detection
frequency must be selected so that the trade-off between detection time and power con-
sumption is appropriate for the current conditions of the ESS, while considering the
battery life of the external device.

The cloud layer is designed in such a way that the ingestion and processing of the
recorded data as well as the distribution of derived information can be scaled up hori-
zontally. The main reason for this is the current already high amount of ESS in circula-
tion, which is set to increase in the future. This is made possible by the use of estab-
lished IoT and big data technologies. Data exchange between the edge and the cloud
layer takes place at the network level via mobile phone standards such as GSM, LTE
or 5G and is enabled at the application level by lightweight protocols such as MQTT,
CoAP or AMQP [1]. Data processing is divided into 2 parts: On the one hand the model
training and on the other hand the model inference. In order to be able to monitor a
battery throughout its entire life cycle, the normal behavior of a battery over the entire
cycle must also be reflected in the training data. Since this data is not or only partially
available from laboratory tests when new battery types are introduced, it can be as-
sumed that the training of the models will be repeated continuously in order to increase
the quality of the prediction. The inference must be carried out in real time so that
critical batteries are recognized in good time and the stakeholders involved can be in-
formed. In the context of data processing, this leads to the use of a lambda architecture
in which model training takes place periodically in the batch layer and inference in the
streaming layer. Example technologies to implement this are Apache Kafka', Hadoop?,

! https://kafka.apache.org/
2 https://hadoop.apache.org/
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Apache Spark® or Apache Storm*. Further processing of the information obtained takes
place via the provision of various interfaces. These include APIs, message brokers, but
also dashboards, for example. This allows the relevant stakeholders, such as logistics
service providers, battery manufacturers or freight forwarders, to either access the in-
formation directly or integrate it into their own systems and trigger automated pro-
cesses.

5 Experiments

In our previous work, several experiments were carried out which showed that the cho-
sen data-based KPCA approach (cf. Section 3) is suitable for detecting ISCs at low

. . . . . 1
monitoring frequencies (more precisely, frequencies between 1Hz and %Hz were

tested) [26]. In order to obtain the experimental data, batteries consisting of 6 cells
connected in series were short-circuited in several laboratory tests. The short circuit
was caused in each case in one of the six cells by an externally attached resistor,
whereby several different resistances were tested (102, 1kQ, 10kQ). In each experi-
ment, there was an initial phase during which the cells, which were not yet short-cir-
cuited, were cycled over several hours to generate training data for the KPCA. A cy-
cling protocol based on the “Worldwide harmonized Light vehicles Test Procedure”
(WLTP) has been applied for this initial cyclization in order to generate data similar to
this used in [21] and [22]. After the initial phase, the resistor was then implemented to
trigger an external short circuit (ESC) in one of the battery cells and the time until the
KPCA approach detected the short circuit was measured. Recall that in the case of an
experiment for early ISC detection, it is valid to trigger ESCs (instead of actual ISCs),
as the battery behavior of an early stage ISC is similar to that of an ESC [38]. As a
result, ESCs were chosen for the experiments as they are easier to trigger than real ISCs.

. . . . 1 . .
For the different monitoring frequencies between 1Hz and %Hz in our previous

experiments the detection times for the KPCA approach were measured and compared
with the corresponding performance of the other two purely cell voltage-based detec-
tion methods from the literature (cf. Section 3).

Similar to [21], [24] and [22] the line of attack for fault detection with the KPCA
approach was to check how close a given cell’s voltages vector lies, after a transfor-
mation, to the principal component space that was computed using training data. More
precisely the so called T2 and Q-test statistics values of the vector of cell voltages were
computed while monitoring. The general principle is here that low T2- and Q-values
correspond to data which is similar to the training data while high values display anom-
alous behavior.

As the KPCA strategy for ISC detection was only compared to two additional purely
cell voltage-based approaches for ISC detection in our previous work, the aim of the
present work’s experiments was to introduce two new related detection strategies and
compare detection times. Instead of carrying out the battery experiments again we used

3 https://spark.apache.org/
4 https://storm.apache.org/
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the voltage measurements data from our last experiments to have a reference for com-
parison.

As far as the two new detection methods are concerned, one neural network-based
detection strategy is introduced and one in which the voltage difference technique from
[12] is improved.

The first method underlies one of the most widely used neural network architectures
for unsupervised anomaly detection, namely autoencoders (AE) (cf. [16], [11], [20]).
AEs are neural networks that firstly project the data into a lower dimensional latent
space and then learn how to reconstruct the input data from that lower dimensional
representation. The main idea behind utilizing AEs for anomaly detection is that anom-
alous data points resp. data points that look significantly different from the data used
for training are harder to reconstruct so that larger reconstruction errors indicate anom-
aly points. Since deep neural networks with several high dimensional layers not only
imply computational expensive training but also inference phases, we used a relatively
shallow AE with a 4-dimensional latent space and one 32-dimensional layer inside the
encoder and decoder respectively. This architecture for the AE is also justified by the
low dimension of the input data, which is equal to the number of battery cells, i.e. 6.

The second method is inspired by the voltage difference approach from [12] where
a maximal voltage difference of 0.5V between the single cells was defined to indicate
a short circuit. We tried to improve upon this method by making it independent from
setting an explicit threshold by hand. Instead of using a fixed bound of 0.5V we used
the 0.999 quantile of maximal cell voltage differences from the initial training phase.

5.1 Experimental Setup

This section recalls the setup for the experiments that were carried out for our previous
article and which still form the basis of the data used for the present work.

The batteries utilized in the experiments were Samsung INR18650-32E cells, each
with a nominal capacity of 3.2Ah. These cells feature a lithium-nickel-cobalt-aluminum
oxide cathode paired with a graphite anode. The cells were arranged in a series config-
uration using 3D-printed cell holders, as illustrated in Figure 1. Individual monitoring
of the cell voltage has been implemented using a Gantner Q.bloxx XL A107°. The cy-
cling of the cells was managed using an EA-PSB 10080-120 power supply in conjunc-
tion with custom software tailored to administer the dynamic cycling protocol. To min-
imize the impact of external temperature fluctuations on short circuit detection, the en-
tire experimental setup was housed within a thermal chamber maintained at 35°C.

3 https://www.gantner-instruments.com/de/produkte/bloxx/
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Fig. 1. Experimental setup that was used to generate the training and inference data.

5.2 Training and Inference

To assess the performance of the detection algorithms, time series datasets were col-
lected from ESC experiments involving artificially induced short circuits using resistors
of varying values: 10Q (R)), 1kQ (R»), and 10kQ (R3). While the 10Q and 1kQ resistors
generated detectable fault signatures, the 10kQ configuration resulted in an exception-
ally gradual fault evolution. This slow progression led to the termination of the experi-
ment after several hours, during which none of the algorithms identified any anomalies.
Due to the absence of meaningful detection outcomes, the 10kQ dataset was excluded
from subsequent analysis. In our previous work [26] the detection time for the resistor

values R; and R, was evaluated for different inference data frequencies of 1Hz (F), %
Hz (F2), =Hz (Fs), =—Hz (Fs) and ——Hz (Fs).

We compared the detection performance of the KPCA (A) approach with the plain
PCA from [23] (A2) and the method that just tracks the maximal voltage difference
between the cells and checks if the threshold of 0.5V is exceeded [12] (A3). Since all
approaches (Ai-Asz) were evaluated using the data sets from two different resistor set-
tings (R; and Ry) while applying five different monitoring frequencies (F;-Fs) 30 dif-
ferent experimental settings were studied.

In addition, in the present work 20 more configurations are examined in which the
AE approach (A4) and the optimized voltage difference technique (As) are tested for
the resistors R; and R, and frequencies Fi-Fs and compared to the previous detection
times.

After sampling down the recorded training data time series from 10Hz to 1Hz by
averaging in a very first cleaning step, 1000 points were extracted across the entire
training phase, evenly spaced in time. This was done to build a compact yet representa-
tive training dataset that fully captures the initial cycling phase. These 1000 points were
used exclusively for training, with no overlap with the data used for inference. Further-
more, we used the same 1000 points for training all 5 different methods A;-As.

As is standard practice in machine learning and data analysis, the training data un-
derwent a standardization process during preprocessing. For the KPCA approach em-
ployed in this study, a refined preprocessing strategy was applied. Specifically, consider
the training dataset represented by a 1000x6 matrix, where each row corresponds to a
sample of the time series data and each column corresponds to the voltage measurement
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of one of six battery cells. The preprocessing consisted of two steps: 1. Outlier robust
row wise standardization: Each 6-dimensional row vector was first transformed using
an outlier-robust variant of sample standardization (cf. [23]). This step enhances ro-
bustness to outliers in the individual cell voltage measurements, thereby mitigating their
influence on the model.

2. Column wise standardization: Subsequently, each of the six columns (i.e., each cell’s
voltage across all samples) was standardized such that the resulting distribution has
zero mean and unit variance. This ensures comparability across features and aligns with
the assumptions of KPCA. The resulting standardized matrix is then used for training
the KPCA model. During the monitoring or inference phase, incoming voltage data is
preprocessed using the same procedure to ensure consistency with the training data.

The starting data point of the data series for the inference (To) was selected for R,
and R, approximately 30 minutes before the short circuit was induced.

Initially the 0.999 quantile of the training T?- and Q-values was set as the detection
threshold in the KPCA method. But since the experiments revealed fluctuations in those
statistical values, particularly at higher monitoring frequencies, the detection mecha-
nism was made more robust. To prevent false detection behavior caused by these vari-
ations, the system now triggers an alert only if elevated T? and Q-values persist for at
least 10 minutes (cf. Table 1). To enhance robustness against fluctuations at the two
highest frequencies (1Hz and 1/60Hz), we required that at least 20% of all values within
the past 10 minutes must be critical in order to indicate a short circuit. For the lower
frequencies, a similar consideration is omitted, as only one point is transmitted every 5,
10 or 15 minutes.

Table 1. The detection logic for all utilized monitoring frequencies.

Monitoring Detection Logic
Frequency
1Hz >20% of last 600 points of

smoothened (moving average of)
T2- and Q-values above thresh-
old

1 Hy >20% of last 10 points of T?- and

60 Q-values above threshold

2 "z last two points of T?- and Q-val-
300 ues above threshold

2 1z last point of T?- and Q-values
600 above threshold

I last point of T?- and Q-values

900 above threshold
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5.3 Results

With the aforementioned detection logic implemented, the following detection times
shown in Table 2 were achieved using the KPCA approach. In this context, Figure 2
shows the exemplary detection curves using the T2- and Q-values for experimental set-
tings AR F; and AiRF; to illustrate the experimental procedure. The red line marks
the start of the short circuit and the green line the time at which it was detected.

Table 2. Detection times of the KPCA approach using different monitoring frequencies and ESC
resistors (experimental settings A1R12F1-5); cf. Table 1 in [26].

1 1 1
IHz | _Hz [ —Hz | ——Hz | ——Hz
60 300 600 900

10Q2 2min | Imin | 6min | Ilmin | 1min
7Tsec

1kQ 151 97 133 103 253
min min | min min min

T?-values Q-values
3000
800000
600000 2000
400000
1000
200000
0 0
1e6
4000
1.00
3000
0.75
0:50 2000
0.25 1000
L
o Pl el
14:15 14:30 14:45 14:15 14:30 14:45

Fig. 2. Exemplary detection curves for experimental settings A1R1F1 (top) and A1R1F3 (bottom).
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The experiments were repeated using the same short circuit trigger logic, this time

based on a PCA-driven algorithm. For the 10 resistor, detection times matched the
previous KPCA results. However, the PCA approach was ineffective for the 1k( resis-
tor, failing to detect a short circuit at any monitoring frequency [26].
An alternative method, inspired by [12], defined a short circuit event as occurring when
the voltage difference between individual cells exceeded 0.5V. This approach success-
fully detected a short circuit only in the 10Q2 case. No detection was achieved for higher
short circuit resistances and even for 10Q the detections times were from 3 times to 20
times higher than for the KPCA approach [26]

For the AE approach, the neural network was trained for 100 epochs with an Adam
optimizer. The mean squared error was selected as loss function and the 0.999 quantile
of the training losses was selected as threshold for detection. However, in analogy to
the KPCA approach, a somewhat refined trigger logic was selected (cf. Table 1) that is
almost completely identical to this, with the only difference that for the two highest
frequencies it is only assumed that 10% (and not 20%) of all points in the last 10
minutes are critical. In all cases, the detection times were slower than with the KPCA
approach and for very low frequencies the AE was unable to detect the short circuit in
the 1kQ case (cf. Table 3).

Table 3. Detection times for the AE approach using different monitoring frequencies and ESC
resistors (experimental settings A4Ri12F1-5).

1 1 1 1
1Hz | “Hz | —Hz | —Hz | —Hz
60 300 600 900

10Q | 9min | 11 16 11 16
Isec min | min min min

1kQ | 287 287 | - - -
min min

What should also be mentioned for the 10Q case is that monitoring with the AE ap-
proach with high frequency led to false positive alarms, as the reconstruction errors
were already high 15 to 5 minutes before the short circuit resistor was implemented.
This is illustrated in Figure 3 on the left. Again, the red line indicates the start of the
short circuit and the green line the time at which it was detected.
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AE-Approach (Ag)

0.005 A
0.003 1
0.004 -
0.003 - 0.002 1
0.002 A
0.001 4
0.001 1
0.000 - 0.0001 — |
14:15 14:30 14:45 14:15 14:30 14:45

Fig. 3. Detection curves for experimental settings A4R1F1 (left) and A4R1F3 (right).

In the optimized voltage differences method, the 0.999 quantile of the maximum
voltage differences from the training data was used as detection threshold (as opposed
to a fixed threshold of 0.5V). Again, the same detection logic as in the KPCA case was
used; this time the exact same logic (cf. Table 1). The method performed well for the
10Q resistor, even outperforming the KPCA approach in the case of a |Hz monitoring
frequency (cf. Figure 4). In this case the method detected the ESC as fast as possible
after only 1 second. For a 1kQ resistor the detection times were on average slightly
slower than for the KPCA with the only exception being the 1Hz case. However, noth-
ing could be detected for some low frequencies, whereas the KPCA detected the short
circuit for all different frequencies (cf. Table 4).

Table 4. Detection times for the optimized voltage difference approach using different monitor-
ing frequencies and ESC resistors (experimental settings AsRi1.2F1.s).

1Hz %HZ 2 Hz | Lz | -LHz

300 600 900
10Q 1 1 6 1 1
sec min | min min min

1kQ | 125 185 - 243 -
min min min
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Optimized VD-Approach (As)

0.251 0.251

0.20 1 0.20 1

0.15 0.15

0.101 0.101

0.051 0.05 /

\/
0.00 1, i . . g .
14:15 14:30 14:45 14:15 14:30 14:45

Fig. 4. Detection curves for experimental settings AsR1F1 (left) and AsR1F; (right). On the left,
detection happened almost instantly.

6 Discussion

The results of the experiments confirm that the KPCA approach (A:) is most suitable
for detecting ISCs at an early stage at low data transmission frequency. KPCA per-
formed better than the pure PCA approach (A») as well as the simple voltage difference
method (A3) and the AE (A4). Additionally, the results of detection times for the exper-
imental settings AR 2F1_s are of the same order of magnitude as those in [21] and [22],
which supports the validity of our results regarding the detection times. As already pre-
viously noted by Schmid et al. [22], the PCA-based method (A») proves ineffective for
detecting high-resistance short circuits (Rz). Similarly, the voltage-difference method
(As) fails to deliver reliable detection under these conditions.

However, it is striking that the optimized voltage difference approach (As), which is
still much simpler than KPCA and PCA, performed surprisingly well. At a high trans-
mission frequency, the detection time of (As) was faster for both resistances (RiFi, RoF1)
and in the 10Q case it performed at least as good as the KPCA approach for all frequen-
cies. The KPCA was only superior for lower transmission frequencies and high short
circuit resistance. Nevertheless, this also means that in settings where a higher data
transfer rate is possible, the optimized voltage difference method is a good alternative
to the KPCA approach for ISC detection. In this regard we recall that the monitoring
solution for ESS proposed in Chapter 4 incorporates not only the core requirements for
ISC detection (RE1-RE3), but also additional security measures. These include, on one
hand, the detection of common misuse patterns that elevate the risk of ISCs (RE4), and
on the other hand, the potential adjustment of the data transfer rate when such misuse
is identified (RES). The results of the experiments show that, in the case of such an
adjustment, it may be advisable to switch from the KPCA approach to the optimized
voltage difference approach.
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The findings furthermore reveal no consistent linear correlation between monitoring
frequency and detection time across the experimental setups. This indicates that detec-
tion times are highly sensitive to the specific distribution of sampled data points and
may vary significantly with different data selections. In order to reinforce this assump-
tion, the experimental settings AR 2F;.s were used again for detection with an initial
time offset of To+7 minutes. The results show that detection times for lower frequencies
(<= ;RHZ) increase up to 13 times, which further highlights that detection latency for

low frequencies is highly influenced by the reception time of the data points. Addition-
ally, the results indicate that detection times are inherently limited by the interval be-
tween successive voltage measurements.

Analysis of the experimental results reveals that higher monitoring frequencies did
not consistently lead to quicker detection of ISCs. This challenges the intuitive expec-
tation that increased sampling rates result in faster detection. Moreover, the detection
logic seems to be a deciding factor - at higher frequencies, statistical value (T?- and Q-
values) fluctuations are more pronounced, whereas these fluctuations are less pro-
nounced at lower frequencies. In this context, it can be seen in Figure 2 that the 'deflec-
tions' of the statistical variables decrease as the data frequency is reduced. Conse-
quently, the effectiveness of a given detection logic is highly dependent on the moni-
toring frequency. In this study, a uniform detection logic was applied across all fre-
quencies to ensure result comparability. However, for real-world applications, this im-
plies that frequency-specific, optimized detection strategies should be employed.

In conclusion, by comparing the KPCA approach to two new promising data-driven
detection strategies, our experiments further underline that KPCA is an important part
to implement our solution proposal for low-frequency monitoring, energy-efficient,
scalable battery monitoring. In addition, the experiments have shown that in a situation
where higher data transfer rates are possible, the optimized voltage difference method
can be a good alternative.

7 Conclusion & Outlook

In this paper, we propose an approach enabling remote early battery short circuit detec-
tion for ESS in logistics scenarios. In this regard, we provide background information
about the research area as well as the rationale behind conducting our own research.
Furthermore, an overview of similar works in existing scientific literature is given. Cur-
rent ISC detection approaches using BMS data are effective in controlled settings, but
lack support during transport and storage, where risks remain high. Key requirements
identified in this paper include low-frequency data collection to conserve battery life,
offloading computations to the cloud, and continuous monitoring that adjusts frequency
based on external factors, like temperature or movement, which might indicate abuse.
Against this background, this research proposes a battery-powered external device to
monitor ESS remotely by collecting battery and environmental data. Furthermore, a
data processing architecture is presented that comprises two layers: an edge layer for
data collection through IoT technologies and a cloud layer for scalable analysis and
distribution, enabling real-time ISC alerts to stakeholders and a lambda architecture for
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model training and inference. In our previous work [26] experiments were conducted
using a 6-cell battery setup, where cells were artificially short-circuited with resistors
of 10Q, 1kQ, and 10kQ. The short circuits were induced to simulate an early ISC phase,
and voltage data at various frequencies were analyzed using a simple voltage difference
method, PCA and KPCA for anomaly detection. In the present article KPCA was fur-
ther compared to two new data-driven detection methods, one AE based and one that
improved upon the voltage difference method. KPCA proved to be the most reliable
method overall, especially at low frequencies and high short-circuit resistance. These
findings suggest KPCA’s robustness for low-frequency ISC detection, further confirm-
ing its suitability for logistics applications and the overall soundness of the monitoring
approach presented.

Another important result was that the optimized voltage difference method, which is
much simpler than KPCA, proved to be very effective at high transmission frequencies
and could be a good alternative in those cases.

Future research needs to investigate how analyzing data across the entire lifecycle
of a battery could refine detection logic and improve accuracy. Additionally, federated
learning methods that aggregate data from many batteries of the same type can further
enhance detection precision. Finally, evaluating how data frequency impacts the
lifespan of the external device is also important. While offloading data to the cloud is
generally efficient, it may be feasible to perform inference directly on the device. Once
the KPCA algorithm is trained, real-time data monitoring becomes computationally
light, suggesting that the monitoring algorithm could operate locally on the device. This
would enable efficient ISC detection without significantly impacting the device's bat-
tery life.

A surprising result of the experiments was the relatively low performance of the AE,
although AE methods are a standard approach for anomaly detection in various appli-
cations. In future work, rigorous hyperparameter tuning would have to be performed to
verify whether the approach is generally not suitable for ISC detection or whether only
the optimal hyperparameter constellation was not found in the present work.
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